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Information Technology: E-Safety & Internet Access Policy

Introduction

The school policy for Information and Communication Technology & Safe Internet Access was
developed and agreed by the whole staff and has the full agreement of the Governing Body. The
policy was approved and ratified by the Governing Body during the Summer Term 2009. The
purpose of this policy is to ensure a consistent approach throughout the whole school.

Definition

E-Safety encompasses all Internet technologies and electronic communications such as mobile
phones as well as collaboration tools and personal publishing. It highlights the need to educate
pupils about the benefits and risks of using technology and provides safeguards and awareness for
users to enable them to control their online experience.

Vision
Information Technology will be used as a purposeful vehicle for all our community to achieve
their potential, be proud of what we have accomplished and succeed both now and in the future.
To equip all learners with the experiences and skills of ICT that they will use in a rapidly
changing technological world.
Learners in our environment will be confident and independent in their use of ICT to solve
problems across the curriculum.

Aims
E-Safety depends on effective practice at a number of levels:
* Responsible ICT use by all staff and pupils; encouraged by education and made explicit
through published policies.
« Sound implementation of this e-safety policy in both administration and curriculum, including
secure school network design and use.
 Safe and secure broadband including the effective management of the EMBC filtering.
Meet the requirements of the Statutory Foundation Stage Curriculum and National Curriculum.
Ensure pupils, parents, staff, governors and the wide community have relevant and meaningful
experiences using ICT.
Ensure pupils have a growing awareness of how ICT is used in the world around them and of the
benefits that it provides.
ICT is used to support problem solving and enhance learning across the curriculum and beyond.
Innovative and effective use of all resources available.

Teaching and Learning

Why Internet use is important

The Internet is an essential element in 21st century life for education, business and social
interaction. Ambleside Primary School has a duty to provide pupils with quality Internet access as
part of their learning experience. The Internet use is a part of the statutory curriculum and a
necessary tool for staff and pupils.

Internet use will enhance learning
The school Internet access is designed expressly for pupil use and will include filtering appropriate
to the age of pupils. Pupils are taught what Internet use is acceptable and what is not and given




clear objectives for Internet use. Pupils are educated in the effective use of the Internet in research,
including the skills of knowledge location, retrieval and evaluation.

Enhancing learning

- The school Internet access is designed expressly for pupil use and include filtering appropriate
to the age of Pupils.
Pupils are taught what Internet use is acceptable and what is not and given clear objectives for
Internet use.
Internet access is planned to enrich and extend learning activities. Access levels are reviewed
to reflect the curriculum requirements and age of Pupils.
Staff guide pupils in ‘on-line’ activities that support their learning outcomes planned for the
Pupils’ age and maturity.
Pupils at Key Stage One and Two are educated in the effective use of the Internet in research,
including the skills of knowledge location, retrieval and evaluation.

Educational Opportunities through the Internet
- Access to world-wide educational resources including museums and art galleries;
inclusion in government initiatives such as the DfES ICT in Schools
educational and cultural exchanges between Pupils world-wide;
cultural, vocational, social and leisure use in libraries, clubs and at home;
access to experts in many fields for Pupils and staff;
staff professional development through access to national developments, educational materials
and good curriculum practice;
communication with support services, professional associations and colleagues; improved
access to technical support including remote management of networks;
exchange of curriculum and administration data with the LA and DfES.

Internet content
We ensure that the use of Internet derived materials by staff and by pupils complies with
copyright law.
Pupils are taught to be critically aware of the materials they read and shown how to validate
information before accepting its accuracy.
Pupils are taught to acknowledge the source of information used and to respect copyright when
using Internet material in their own work.

E-mail
Pupils may only use approved e-mail accounts on the school system.
Pupils must immediately tell a teacher if they receive offensive e-mail.
Pupils must not reveal details of themselves or others in e-mail communication, such as address
or telephone number, or arrange to meet anyone.
Access in school to external personal e-mail accounts may be blocked.
E-mail sent to an external organisation should be written carefully and authorised before
sending, in the same way as a letter written on school headed paper.
The forwarding of chain letters is not permitted.

Newsgroups and e-mail lists

Newsgroups will not be made available to Pupils unless an educational requirement for their use
has been demonstrated.

Safe Chat
Pupils will not be allowed access to public or unregulated chat rooms.

Pupils should use only regulated educational chat environments. This use will be supervised
and the importance of chat room safety emphasised.
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Internet applications

Emerging technologies will be examined for educational benefit and a risk assessment will be
carried out before use in school is allowed by the IT Technicians.

Mobile phones will not be used during lessons or formal school time. The sending of abusive or
inappropriate text messages is forbidden.

Internet access

The school will keep a record of any Pupils whose parents have specifically denied internet or
e-mail access.
Pupils at KS1 and KS2 will be provided with supervised Internet access

Parents will be asked to sign and return a form stating that they have read and understood the
Acceptable use document.

Risks

In common with other media such as magazines, books and video, some material available via
the Internet is unsuitable for Pupils. The school will take all reasonable precautions to ensure
that users access only appropriate material. However, due to the international scale and linked
nature of Internet content, it is not possible to guarantee that unsuitable material will never
appear on a school computer. Neither the school nor the LEA can accept liability for the
material accessed, or any consequences of Internet access.

The use of computer systems without permission or for inappropriate purposes could constitute
a criminal offence under the Computer Misuse Act 1990.

Methods to identify, assess and minimise risks will be reviewed regularly.

The Head teacher will ensure that the E-Safety policy is implemented and compliance with the
policy monitored.

Filtering

The school will work in partnership with parents, the LA, DfES and the Internet Service Provider
to ensure systems to protect Pupils are reviewed and improved.

Staff will ensure that regular checks are made to ensure that the filtering methods selected are
appropriate, effective and reasonable.

Filtering strategies will be selected by the school, in discussion with the Authority. The filtering
strategy will be selected to suit the age and curriculum requirements of the pupils.

Instruction in safe use

Rules for Internet access are posted in the ICT Suite.

Pupils are informed that Internet use will be monitored.

Instruction in responsible and safe use should precede Internet access.

Pupils will be reminded of the rules and risks at the beginning of any lesson using the Internet.

Published content and the school web site

The contact details on the Web site should be the school address, e-mail and telephone number.
Staff or pupils’ personal information will not be published.

Publishing pupil’'s images and work

Pupils’ full names will not be used anywhere on the school website or Blogs, particularly in
association with photographs. Permission from parents or carers is obtained when pupils are
admitted to school as part of the admission and intake arrangements, before consented
photographs of pupils are published on the school Website.

Social networking and personal publishing

The school will block/filter access to social networking sites.
Newsgroups will be blocked unless a specific use is approved.
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Pupils will be advised never to give out personal details of any kind which may identify them or
their location.

Pupils and parents will be advised that the use of social network spaces outside school is
inappropriate for primary aged pupils.

Curriculum coverage and progression
Long term planning demonstrates coverage and progression of the key objectives for ICT.
Opportunities for embedded ICT as a tool to support learning and teaching are identified in
curriculum planning.
All classes have access to a wide range of equipment such as laptop computers and a computer
suite, which is linked though the whole school network to their classrooms and interactive
whiteboards.
The curriculum enables Pupils to use computers for word processing, accessing, editing and
interrogating data, working with simulations and control technology and researching information.
ICT is also used in the broader school curriculum, supporting activities in all subjects. Pupils
experience the multi-media aspects of ICT by using digital cameras and voice recorders and
creating PowerPoint presentations.

Assessment
Practitioner observations, summative and formative assessment fully informs future planning.
Progress is assessed using the key objectives for ICT.
Practitioner judgements are supported through agreement trialling.
Pupils are encouraged to evaluate their own and others’ work in a positive and supportive
environment.
Information is shared with appropriate stakeholders through display, celebration events,
newsletters and reports.

Learning styles and the learning environment
Medium term planning takes account of differentiation and progression.
All learning styles are taken into consideration.
Open questions are developed to challenge Pupil’s thinking and learning.
Stimulating learning environments will be created.
Independent learners will have access to a variety of resources and encouraged to reflect on the
choices that they have made.

Early years
Pupils will have ICT experiences indoors, outdoors and through role play in both child initiated and

teacher directed time.

Liaison and transfer
Pupils’ attainment in ICT is shared with practitioners/teachers in receiving classes and on transfer to
secondary schools.

Home, school and community links
ICT developments and achievements are shared and a positive relationship fostered with home,
school and the wider community.

Resources

Resources are purchased and deployed effectively to meet the requirements of the Foundation
Stage Curriculum and National Curriculum. Staff are requested to use the booking system on the
Gateway for booking out all equipment.

A full list of I.T. resources are available from the ‘IT Tab’ on the Ambleside Learning Gateway.

An ICT asset register is maintained and all new items are added and security marked as soon as
they are delivered in school.



Monitoring

Regular monitoring of all aspects of ICT informs the subject leader and school improvement
plan.

Health and safety

Age appropriate class and safety rules are displayed in the ICT Suite. All equipment is
maintained to meet agreed safety standards.

All equipment is maintained to meet agreed safety standards. School uses the learning gateway
to report any faults with equipment as soon as they occur. Electrical ‘PAT’ testing is conducted
on all equipment every two years.

Roles and responsibilities

All stakeholders are expected to work together to ensure the implementation of the ICT policy.

Role of the Head teacher and Governing Body

To ensure procedure is consistent throughout the school.

To ensure that the Information Technology policy is being implemented.

Through Continued Professional Development allow for training of staff in Information
Technology.

The Head teacher has the overall responsibility for the day-to-day management of all aspects of
the school's work, including provision for the teaching and use of Information Technology in the
curriculum.

Role of the I.T. Subject Leader

The subject leader is responsible for monitoring curriculum coverage and the impact of learning
and teaching.

To ensure the effective implementation of the National Curriculum Attainment Targets for ICT
across the whole school.

To promote consistency in ICT.

To focus on continuity and progression of ICT throughout the school.

To maintain the availability of high quality resources.

To analyse work samples for breadth, progression and continuity.

To effectively manage any funding designated.

To make effective use of the weekly directed time for subject leadership development.

To complete the half termly monitoring form on time to reflect developments in the subject.

aff

St

All staff are governed by the terms of the ‘Responsible Internet Use’ in school.

All staff including teachers, supply staff, classroom assistants and support staff, will be provided
with the School Internet Policy, and its importance explained.

Staff are aware that Internet traffic can be monitored and traced to the individual user.
Discretion and professional conduct is essential.

The monitoring of Internet use is a sensitive matter. Staff who operate monitoring procedures
should be supervised by senior management.

Staff development in safe and responsible Internet use and on the school Internet policy is
provided as required.

To ensure the effective implementation of the Statutory National Curriculum Programmes of
Study / Attainment Targets for ICT.

To intergrate effective and purposeful use of ICT on a daily basis.

To have high expectations to children working towards their full potential.

Teaching Assistants

To support in the class teachers in the delivery of the above.



Parents’ support

Parents’ attention will be drawn to the School Internet Policy in a letter and on the school
website.

Internet issues will be handled sensitively to inform parents without undue alarm.

A partnership approach with parents will be encouraged.

Advice on filtering systems and educational and leisure activities that include responsible use of
the Internet will be made available to parents.

Interested parents will be referred to organisations such as Child Exploitation and Online
Protection (CEOP)

The community

Adult users will need to sign the acceptable use policy, when using school based equipment.
Parents/carers of Pupils under 16 years of age are required to sign an acceptable use policy on
behalf of the child.

Security Maintenance

The school ICT systems are reviewed regularly with regard to security.

Virus protection is installed and updated regularly on a monthly bases to all machines.

Security strategies are discussed with the LA, particularly where a wide area network connection
is being planned.

Personal data sent over the Internet will be encrypted or otherwise secured.

Unapproved system utilities and executable files will not be allowed in Pupils’ work areas or
attached to e-mail.

Files held on the school's network will be regularly checked.

The network manager will ensure that the system has the capacity to take increased traffic
caused by Internet use.

If staff or pupils discover an unsuitable site, it must be reported to the IT Technician or Head
teacher as soon as discovered. The site will then be blocked with immediate effect.

Complaints

Responsibility for handling incidents will be delegated to the Head teacher and IT Technicians.
Any complaint about staff misuse must be referred to the Head teacher.

Complaints of a child protection nature will be dealt with in accordance with the school child
protection/safeguarding policy.

Pupils and parents will be informed of the complaints procedure.

Parents and Pupils will need to work in partnership with staff to resolve issues.

As with drugs issues, there may be occasions when the police must be contacted. Early contact
could be made to establish the legal position and discuss strategies.

Sanctions available include:

- interview/counselling;

- informing parents or carers;

- removal of Internet or computer access for a period, which could ultimately prevent access to
files held on the system.

Links to other relevant school policies

This policy has links to other policies including those for ICT, Child Protection, Behaviour including
Anti Bullying Policy and for PSHE. Staff and Governors have been consulted in deciding the policy.



Racial Equality & Equal Opportunities

All Pupils have equal access to the Curriculum and Information & Communication Technology
regardless of their gender, disability or ability. We plan work that is differentiated for the performance
of all groups and individuals. Ambleside Primary school is committed to creating a positive climate
that will enable everyone to work free from racial intimidation, gender bias and harassment and to
achieve their full potential.

Review

This policy will be reviewed in the spring term 2013.
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Statement of Acceptable Internet Use for Adults in School

The computer system is owned by Ambleside Primary School and is made available to staff to
enhance their professional activities including teaching, learning, communications, research,
administration and management. The school's acceptable use policy has been drawn up to protect
all parties to include adults and the school

The following points are considered acceptable use on school premises:

All internet use should be appropriate to staff professional conduct activities.

Sites and materials accessed must be appropriate to work in school. All users that recognise and
use materials that are inappropriate, should expect to have their access removed with immediate
effect.

Access should only be used via authorised username and password, which should not be made
available to any other person.

Activity that threatens the integrity of the school ICT systems, or that attacks and corrupts other
systems is forbidden.

Users are responsible for all email sent and for contacts made that may result in email being
received.

The same professional levels of language and content should be applied as for letters or other
media, particularly as emails are often forwarded.

Posting anonymous messages or forwarding chain letters is forbidden.

Personal shopping and browsing for personal shopping, including e-bay is forbidden at school.
Use for financial gain, gambling, political purposes or advertising is forbidden at school.

Use for downloading films, music and TV for personal use is forbidden at school.

Guidance for safeguarding staff as employees of Ambleside Primary School:
It is advisable that staff should:

Not publish photographs of school pupils in any form on their personal web pages, blog or
site.

Not name the school on their personal web pages, blog or site.

Ask colleagues permission before publishing photos of them on their web pages, blog or site.
Remain professional in any comments made on the internet regarding any aspect of school
life.

Not enable parents or pupils to access photos that could be considered compromising
through social network sites such as Facebook and My Space.

The school will not be liable for any damages incurred by or relating to abuse of this policy.
| have read the acceptable internet usage statement and agree to uphold these statements.

Signed: Date:
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Internet Safety Rules

On the internet | will only use my own login username and password.

I will not look at, change or delete other people’s work/files.

I will ask permission before entering any website, unless my teacher has already
approved that site.

I will only send email my teacher has approved. | will make sure the messages | send
are polite and sensible.

When sending email | will not send my full name, address, phone number or arrange
to meet anyone.

| understand that | am not allowed to enter internet chat rooms whilst using school
computers.

If I see anything | am unhappy with or receive messages | do not like, | will tell a

teacher immediately.

| understand that if | deliberately break these rules | will be stopped from using the
internet and will receive appropriate sanctions following the school behaviour policy.

Pupil’s signature

Date m
QL L290)
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Dear Parents & Carers, / 0 1 2+/

Use of the Internet

Thank you for all the positive feedback we have received concerning our school website
(www.amblesideprimaryschool.co.uk) and ‘Mathletics’ which many of the children are enjoying using
regularly at home.

As Part of your child’s curriculum and the development of ICT skills, Ambleside Primary School is
providing supervised access to the internet. We believe that the use of the internet is worthwhile and
is an essential skill as they grow up in the modern world today. Please read the attached Rules for
responsible internet use and discuss them with your child.

Although there are certain risks associated with internet use we have taken steps to ensure these
are kept to an absolute minimum. Our School Internet provider operates a filtering system that
restricts access to inappropriate materials. This may not be the case at home, but your internet
provider may be able to offer a ‘nanny filter’ which will let you restrict your child’s access to
inappropriate sites.

At Ambleside Primary School, we take the following steps to ensure acceptable use of the internet:

Use of a filtered Internet Service Provider

Children’s use of the internet is a supervised activity

Websites used by the children will be viewed by staff prior to use and also regular checks will
be made on the computer’s Internet browser, bookmarks, cache or history.

Children will be informed about and understand the attached Rules for Responsible Internet
Use

Whilst every endeavour is made to ensure that suitable restrictions are placed on the ability of
children to access inappropriate materials, the school cannot be held responsible for the nature or
content of materials accessed through inappropriate Internet use. As long as your child follows rules
and instructions their use of the internet should be safe and appropriate.

If you have any concerns please do not hesitate to contact the school for further information.
Yours sincerely,

Karen Hannon
Head Teacher
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Appendix 4

Activities

Key e-safety issues

Relevant websites

Creating web directories to
provide easy access to
suitable websites.

Parental consent should be sought.
Pupils should be supervised.

Pupils should be directed to specific,
approved on-line materials.

Web directories e.g.
Ikeep bookmarks
Webquest UK

Using search engines to
access information from a

Parental consent should be sought.
Pupils should be supervised.

Web quests e.g.
Ask Jeeves for kids

range of websites. Pupils should be taught what internet Yahooligans
use is acceptable and what to do if they CBBC Search
access material they are uncomfortable Kidsclick
with.

Exchanging information Pupils should only use approved e-mail | RM Easy Mail

with other pupils and
asking questions of
experts via e-mail.

accounts.

Pupils should never give out personal
information.

Consider using systems that provide
online moderation e.g. Super Clubs.

Super Clubs PLUS

Gold Star Café

School Net Global

Kids Safe Mail

E-mail a children’s author
E-mail Museums and Galleries

Publishing pupils’ work
on school and other
websites.

Pupil and parental consent should be
sought prior to publication.

Pupils’ full names and other personal
information should be omitted.

Making the News
Super Clubs

Info mapper

Headline History

Kent Grid for Learning
Focus on Film

Publishing images
including photographs of
pupils.

Parental consent for publication of
photographs should be sought.
Photographs should not enable
individual pupils to be identified.

File names should not refer to the pupil
by name.

Making the News
Super Clubs
Learning grids
Museum sites, etc.
Digital Storytelling
BBC — Primary Art

Communicating ideas
within chat rooms or
online forums.

Only chat rooms dedicated to
educational use and that are
moderated should be used.

Access to other social networking sites
should be blocked.

Pupils should never give out personal
information.

Super Clubs
Skype
Flash Meeting

Audio and video
conferencing to gather
information and share
pupils’ work.

Pupils should be supervised.

Only sites that are secure and need to
be accessed using an e-mail address
or protected password should be used.

Skype

Flash Meeting

National Archives “On-Line”
Global Leap

Natural History Museum
Imperial War Museum
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